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Les standards

e 3 relies

o SP800-39: Managing Information Security Risks

(Mar 201 1)
Ref: 1ISO 31000; 27001 and 27005

o SP800-37: Guide for Applying R.M. Framework for
Federal Information Systems (Fev 2010)

o SP800-30: Guide for conducting Risk Assessments
(Sep 2012)
Ref:1SO 31010
e Risk is a measure of the extent to which an entity is
threatened by a potential circumstance or event, and is
typically a function of: (i) the adverse impacts that would
arise if the circumstance or event occurs;and (ii) the
likelihood of occurrence.
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TASK TASK DESCRIPTION

Step 1: Risk Framing

TASK 1-1 keniify assumptions that affect how risk is assessed, responded bo, and moniiored
RISK ASSUMPTIONS within the crganization.

TASK 1-2 identify corstramts on the conduct of sk assessment, sk response, and risk
RISK CONSTRAINTS moriionng acihities within the crganization.

TASK 1-3 idenitify the level of nsk iolerance for the organization.

RISK TOLERANCE

TASK 14 identify prontes apd trade—offs considered by the orgarization in managing risk.
PRICRITIES AND TRADE-OFFS

Step 2: Risk Assessment

TASK 2-1 identify threats to and vdinerabilfes n organizational information systems and the
THREAT AND VULNERABILITY environments in which the systems operate.

IDENTIFICATION

TASK 2-2 Dedemine the rsk o crganizatioral operations and assets, indviduals, oher

RISK DETERMIMATION omanizatons, and the Nation if identifed threats exploit idenfified vulnerabifties.
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Step 3: Risk Response

TASK 31
RISE RESPONSE IDENTIFICATION

keriiify attermiative courses of action to respond to sk determined durng e risk
assessment

TASK 3-2 Evaluale altemalive courses of action for responcing to Ask.
EVALLIATION OF ALTERMATIVES

TASK 3-3 Decide on the appropriate course of action for responding o fsk
RISK RESPOMSE DECISION

TASK 34 Implement the course of action selected to respond fo rsk

RISK RESPONSE IMPLEMENTATION

Step 4: Risk Monitoring

TASK 4-1 Develop a nsk moritonng strateqy fior the orgarization that ncludes the purpose, fype,
RISK MONITORING STRATEGY and frequency of monitoring activities.

TASK 4-2 Moritor organizational mfcemation systems and eraronments of operation on an
RISK MONITORING ongoing basis to vedfy compliance, detemine effectiveness of sk response

measures, and dentify changes.
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» Chaque tache:
> Ce que ¢a veut dire (1p)
* Annexes
> Modeles de gouvernance
> Modeles de confiance
° Strategies de reponse
* Mesures de securite:
> SP800-53: Recommended Security Controls

> SP800-53A: Guide for Assessing the Security
Controls



SP800-37: Guide d’application...
A security lifecycle approach...

- Risk Assumptions - Establishes Foundation
- Riak Conatrainta for Riak Management

- Priorities and Tradeoffs ORGANIZATIONAL RISK FRAME - Delineates Boundaries

- Risk Tolerancs RISK MANAGEMENT STRATEGY OR APPROACH for Riak-Based Decisions

- S==1"

FIGURE 2: RELATIONSHIP AMONG RISK FRAMING COMPONENTS




Architecture Description
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FIGURE 2-2: RISK MANAGEMENT FRAMEWORK
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(Risk Management Strategy or Approach)

Influencing and Patentially Modifying Key
Risk Factors
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FHGURE 3: GENERIC RISK MODEL WITH KEY RISK FACTORS
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e Un ou plusieurs systemes...
» Explication deétaillee de chaque étape
o Qui fait quoi
> Check lists
° ‘Produit’
e Annexe E: Tableau
> Detail des taches (p7-8)



SP800-30: Guide for Risk Mgt

* Modele de risque: 1 annexe par eleément

> Menace & scenarios
Source, Capacité, Intention, Ciblage, (D)
* Intentionnelles et non
Evenements, pertinence & source (E)

Threat shifting: the response of adversaries to perceived safeguards
and/or countermeasures

> Vulnérabilites & predisposing condition par rapport a la
vraisemblance (F)

> Vraisemblance de survenance (G)

° Impact (H): résultat des consquences d’une atteinte
DIC => Aggregation

> Risque, niveau (I)
o Tolérance au risque et incertitude



SP800-30: Guide for Risk Mgt

» Approches

> Qualitative ou quantitative
e Communication du risque
* ‘Maintenance’ & monitoring

» Effet de la culture organisationnelle sur
I'appreciation du risque



SP800-30: Guide for Risk Mgt

TABLE D-3: ASSESSMENT SCAI F — CHARACTERISTICS OF ADNERSARY CAPABILITY

Gualitative | Semi-(Juantitative . e
Values Values Description
Viery High 06-100 10 The adversary has a very sophisicated level of experniise, is welHeSOUNCEd, and can genente
opporunities 1o support Muilipie successhil, connuous, and coordinated atecs.
: —— B The adwersary has a sophisicaied level of experise, with significant resounces and opporiunities
S o support multipie successhul coordinated attacs.
Moderain 2470 5 The adversary has modermte resourtes, expertise, and opportuniies to support mulipe successhul
Low 5-20 2 The adversary has imiled resounces, experise, and opportunities 1o support a successhl attac
Very Low -4 o The adversary has very limiled resources, expertise, and opportunities o support 3 successhl
iac
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TABLE D-4: ASSESSMENT SCALE — CHARACTERISTICS OF ADVERSARY INTENT

Valuas

& ermi-Chuantitati

Values

Description

Very High

55-100

1

The adversary Sesis 10 UNdenmine, Severely impede, o Jesiroy a cofe Mission of business
function, program, or enievprise by expioiing a presence in e onganization’s Mfrmaton sysems
o IFdrEsinciure. The adversary = concemed about discinsus of tradearaft only io he exient Thai it
would impede s ability o compiete stated goals.

The adversary sesks i undemminaimpede criical aspeds of 3 core mEsion o busness fundion,
program, oF enerprise, or place itsef in a position 10 .do 50 in the fuiure, Dy maini@ining a presence
n the organzalion's nfomation sysiems of reesiuciee. ﬂmarmmjlﬁmmmdmﬂ
MiNIMZng afack delecionvdsciosure of Tadedraft, paricularyy whie preparng for future atscks.

219

The adversary Sesis 1o obigin or modify specfic oiial or sensithve information or usumedisnpt
TEWEQEHEWHEHEEHIMEW nﬂﬂqmuiiun'amﬁmm
SysEEmS of infrasiuciure. The adversany is concemed about minimizing alack celeciondistosure
of radeaaft, pariculady when carmying out afiacks over long ime penods. The adversary is willing
0 impeds aspedts of he oPjanzalion’'s mMssonsbusness funcions to achieve Mese ends.

The adversary acively seels io obiain arical or sensive informasion of 1o usIp/disrupt the
PanZIio’'s Cyber resoUnces, and does S0 without concem about stk detecionidisciosue of
radenait

Very Low

The adversany Sesis io usurp, disrupt, or dedace e onEnEation's Cyber ressunes, and does 5o
without moncem about aliack detecionsdscosure of tedeqafL




SP800-30: Guide for Risk Mgt

TABLE D-3: ASSESSMENT SCALE - CHARACTERISTICS OF ADVERSARY TARGETING

T M 1 - -
m‘.ﬂm-_;“ Semi mﬂﬂlﬂ! Description

The adversary analyzes nformmation cbiined via recorreissance and aiaos o Bmet perssienty
Hi 86-100 1 1 SpeCfic Drjanzaion, enenprise, DRDOEEIT, MESSDN of business funclion, foousing on specfic
VeryHigh high-value or Misson-Criical Informaiion, Mesounces, supply' Rows, oF FUNCEOns; Spedific empioyvess

O porsitions; mmmMﬂtmmm

The adversary analyzes information coiained via recorraissance 1o targed persisienty a spedic
High A0-55 8 Fanz=ion, eMeTrse, [PDJEm, MissEn of business Sunclion, fooising on speciic high-aie or

Mission-giical infermation, resoures, supply Sows, o funclions, spedic employees supporing
hose funchions, or ey posiions.

I 2179 5 The adversary analyzes publicly available mformation i tamet persisiently specific high-vake
organizations (and key posiions, such as Chief insormiation Officer), progrms, of infommahion.
— - - The adversary uses publicly available nformation bo tamet a ciass of high-value organizations of

InFoMEtion, and Seeks tamets of opportunity within that dass.

Very Low 04 ] The adversary may of may not Bnget any specic organizaions of dasses of omanzatons.
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TABLE D-6: ASSESSMENT SCAL E— RANGE OF EFFECTS FOR NON-ADVERSARIAL THREAT SOURCES

Gualitative
Values

S ermi-Quanfitati

Walues

Description

Very Hign

96-100

1

The efiecs of the emor, acodent, o act of nature e sweeping, Tvoiing almost all of the cyber
resouUCeEs of the [Tier 3 nformation systems; Tier 2- missioniusness processes o EA segments,
Common Nfrasiruciure, or suppo senices; Tier 1; crganizaionigovemance siruchure].

The efiects of the ermor, accident, or act of nature are extensive, molving most of e ovber
MESOUCES of the [I'ierﬁ InFmation systems: Tier 2 missoniUsness processss of EA segments,
COMmmMan iNfrasiruciure. or SupEo sanices; Tier 1; crganizatonigovemance srucurel. including
MarTy Critical ressounoes.

213

The efiecs of the emor, acodent, of act of nature are wide-ranging, Ivohing & sgnicant porion
o e Cyber Mesoures of Te [Tier 3: infmation systems; Tier 2: MssonbuUsNess processes of
EA segments, common drastruciure, o support seraces; Ther 1: omganzationdgovemance
m!mre],irum'rgmnﬁm

The efscts of the emor, acodent, of act of nature are limited, mvoling some of e Cyber
rescurCes of the [Tier 3 infonmation systems; Tier 2 missoniusiness processes of EA segments,
COMmMOn Nfrasiruciune, of suppon senices; Tier 1; crganizefenigovemance struciure], but
Inwoivng NG crifical resources.

Viery Low

The efiecs of the emor, acodent, of 3t of nature are minsmal, imohing fiew if any of he cyber
rescurces of the [Tier 3: infonmation systems; Tier - missonbusiness processes of EA segments,
COMMan INfrasiFruciure, or SUppon sendces; Tier 1; organzaioniQovemance sruchure] and
Iwoiving no crbical resources.
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TABLE E-4: RELEVANCE OF THREAT EVENTS

Value Description
Cordirmed | The Tvest event o TTP hixs been seen by Tie organizstion.
Expecied | The Teat evert or TTP has been seen by Tie ongamization’s PEers Or parners.
Anticpated | The et event o TTP has been epoed by a rusted sounce.
Predicied | The Tweat 2veri or TTP hias been predicied by a usied source.
Possidle The Freat eveni or TTP s been described by a somewhat credibie source.
MNA The Treat evenl or TTP is nol cumently appicable. For exampie, 3 threat event or TTP could Ss5ume SpecAC ieChnoioges,

architechures, or processes hat are not present in he oanzation, MESIONDUSNESS pocess, EA seqment, of infomaton
sysien; or predisposing condiions fhat ane not present (2.3, location in a food plain. Allemaisly, ¥ e onganization is using
defailed or spacic threat infrmation, 3 Treat event or TTP could be desmed rapplicabie because momation indicales that
nio adversary | expeciad o nitiate the Freat event or use the TTR.
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TABLE F-2: ASSESSMENT 5CALE - VULNERABILITY SEVERITY

Values Values =
The vuinerability i exposed and expioitibie, and its expioitation could result in severs impacs.
Very High 96-100 10 Relevan security contedl or other remediation is not implemeniad and not planned, oF o Seourly
measure can be deniifed o remadiaie he wuinerabilty.
The vulnerability i of high concem, based on the exposure of the vulnerabilty and ease of
, a0.95 . EXpiOtion andior on Te severity of IMpacts Tiat coull nesul fom it expioitation.
Hn Relevant securnty confedl or other remediaion is planned but not implemented; compensating
conirols are in place and at least minimaly efective.
The vuinerability & of moderaie concem, based on the exposue of the vuinerabiity and ease of
Moderale iy | 5 exploitation andior on Te severty of Impacs Tiat could result from its exploitabon.
Relevant secunty coniral or other remediation is parially implemenied and somewhal efsciive.
Lo 2 5 The vulnerability i of mincr concem, ut effieciveness of remediation coukd b2 mpeoved.
Relevan securnty confedl or other remediaion is fully mplemented and somewhat effedive.
Very Low - - 'I'r'ewhentlit.jlsmtnfmm. o .
Releyar security contdl of other remediation is fully mplemented, assessed, and efiecie.
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TABLE F-3: ASSESSMENT SCALE — PERVASIVENESS OF PREDISPOSING CONDITIONS

Glualitative

% ermi-Quanfitati

Values Values Description
. Appiies 10 Al cmanzational mssionsbusness funcians [Tier 1), misSonbusiness processes
VeryHigh | 9100 9| ier 2, orinformasion systems (Tier 3.
High —— - Appiies 1o most eranizational missonstusiness funchons (Tier 1), misSonusNEss processes
(Tier 2}, or informasion systems (Tier 3).
Applies 10 many onanzational misskneusiness funcions (Tier 1), MSsnDUSNess processes
Modemle | 213 ® | (Tier 23, crinformasion systems [Tier 3)
— 50 g Applies 10 30me omanzaional missknsbusiness fancions (Tier 1), MssonDUSNess processes
(Tier 2}, or informasion systems (Tier 3).
\iery Low 04 B Applies o few organizional missonsbusiness funchions (Tier 1), missonusiness prooesses
(Tier 2}, or information systems (Tier 3).
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TABLE G-2: ASSESSMENT SCALE - LIKELIHOOD OF THREAT EVENT INITIATION (ADVERSARIAL)

Glualitative

% ermi-Quanfitati

Values Values =

Viery High 96-100 10 Adversary is almast certain 1o initite the threat event.
High BO-95 B Acversary is haghly likely © initiate the Treat event.

Moderie 2179 5 Actversary is somewnat likety 10 infake T trest event
Lo 520 2 Adversary is uniikely © nitite the Treat event.

Very Low 04 o Adversary is highly unlikety o mii@z T threat event
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TABLE G-3: ASSESSMENT SCALE — LIKELIHOOD OF THREAT EVENT OCCURRENCE (NON-ADVERSARIAL)

'hn“d-“ hl.—'- h“'ii-u - -
Values Values Descri
‘ery High 96-100 10 Error, accdent, of act of nature i aimoat cartain to occur, o cocurs mors than 100 mes a year.
High B0-95 ] Ermor, accdent, of aci of nature i highly lkedy 1D ocour, of ocowrs bebween 10-100 times 3 year.
Moded 2179 5 Ermor, accdent, of aci of nature i somewhat likely o cocur, or cocurs bebwesn 1-10 times a
yEar
Low = o0 2 Error, accident, or act of nafure & uniiely 1o ocour;, or oCours leas tham once a year, bt more
than once every 10 years.
Ermor, accdent. of ac of nature i highly unlikely i oocur, of oocurs kees than once every 10
Loww -4 1]
very yEars.
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TABLE G-4: ASSESSMENT SCALE — LIKELIHOOD OF THREAT EVENT RESULTING IN ADVERSE IMPACTS

Glualitative

& emi-Guanfitati

Values Values =

Very Hign 06-100 10 K e threat event is intiated or cozurs, it i almost cartain to have adverse impacts.
High B-85 ] K e threst event i initiated or ooours, it i highly likely 1o have adverse impacts.

Modemie 2119 3 K e threst event i initiated or ooours, it i somewhat likely 10 have adverse mpecs.
Lo 5-20 2 K e threat event i initiated or oocurs, it i undilely 1o have adverss impads.

\iery Low 0-4 o K e threat event i intiated of oozurs, it i highly unlikely 1o have agverse impacts.
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TABLE G-3: ASSESSMENT SCALE - OVERALL LIKELIHOOD

Them Likelihood Threat Events Result in Adverse Impacts
Initiation or
Oocarmence Wary Low Lira Moderate High Wary High
very High Low MogersE High Wery High very Hign
High Low Modersis Moderme High ery High
Moderabs Low Loy Moderdie Moderate High
Licew Very Low Lony Low Moderate Modemie
ary Low Very Low Very Low Low Low Low
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TABLE H-3: ASSESSMENT SCALE - IMPACT OF THREAT EVENTS

Values

Py it
Values

Descriots

Very Hign

46-100 L]

The Freat event could be expecisd to have muiipl severs o cabesinophic adverss efscts on
organizaional cperalions, organizatonal assets, indviduals, ofer ceganizaians, or the Mation.

The teat event could be expecizd bo have a severs of catasirophic adverse effed on
oFjanzzional cperiions, ranizaional assets, ndviduak, ofner orgaEnzaions, of the Maton. A
SENERE OF CalasimpiniG adverse effedt means that, & example, the Teeat evend might: ) causea
severe degradalion i of oss of mission pabilty b an extent and duration that e omanizstion is
ol able 0 periom one oF moe of it primary fancions; (i) resull in major damage o
organzatonal assats; (i) result in magor finamcial loss; or (i) resul in sevene or catestophic ham
o indriduals invoiding koS5 of lii2 or senous ife-threatening injunes.

2114 3

The freat event could be expecisd o have 3 Sefious aderse effect on omanzational cperations,
orjanzsional assets, indrduals oiher organizaions, of the Nation, A senous adverse efect
means That. for eample, The threat event might: (i) @use a significant degradation in mission

capability 0 an exient and duration fat Te crganization is able o perform it primary funclions,
bui T efedivensss of Tie UNCIONE & significanty reduced; (i) resul in Sgnificant damage io

organzational assets; (i) resultin significant financal koss; or [iv) esull in significant ham o
inadivicuats that does not inucive kass of B2 of sencus ife-threaiening injunes.

The freat event could be expecisd to have a limited adverse effed on organizational opeations,
organzaional assets, indviduals oher ceganizations, of the Nation. A imiled adverse effec
mears Tiat, for eample, e theat event might: (| @use a degradation in mission capability o an
ettt and duration Tat he ceganization & atie o perfoem its pimany functions, Dot the
eSecivensss of the funcicns & noficzably reduced; (i) result in mino darage o ceganizational
a=sets; (i) result in minor firendal oss; or (W) Esul o minor ham o indviduas.

Very Low

The Freat event could be expeciad o have 3 neqligibls adverse effed on ormanzziond
aperafions, chanizmionl assets, ndividusls other omanizations, or e Nation.
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TABLE I-2: ASSESSMENT SCALE - LEVEL OF RISK (COMBINATION OF LIKELIHOOD AND IMPACT)

Likelihood Level of Impact
(Threat Event Occurs
and Results in
Adverse Impact)
Very Low Low Moderate High Very High
Very High Very Low Low Moderate High Very High
High Very Low Low Moderate High Very High
Moderate Very Low Low Moderate Moderate High
Low Very Low Low Low Low Moderate
Very Low Very Low Very Low Very Low Low Low
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TABLE |-3: ASSESSMENT SCALE - LEVEL OF RISK

Qualitative | Semi-Quantitative Description
Values Values
Very high risk means that a threat event could be expected to have multiple severe or
Very High 96-100 10 catastrophic adverse effects on organizational operations, organizational assets, individuals,
other organizations, or the Nation_
High risk means that a threat event could be expected to have a severe or catastrophic adverse
High 80-95 8 effect on organizational operations, organizational assets, individuals, other organizations, or the
Nation.
Moderate risk means that a threat event could be expected to have a serious adverse effect on
Moderate 21-79 5 o . L i1 o _
organizational operations, organizational assets, individuals, other organizations, or the Nation.
Low risk means that a threat event could be expected to have a limited adverse effect on
Low 5-20 2 S : S R - _
organizational operations, organizational assets, individuals, other organizations, or the Nation.
Very low risk means that a threat event could be expecled to have a negligible adverse effect on
Very Low 04 0 L : o g g 2 _
organizational operations, organizational assets, individuals, other organizations, or the Nation.




SP800-39 Modele

SP800-37 Guide
| guide
SP800-30 SP800-53 3 annexes ‘baselines’
| guide ‘privacy’
SP800-53A

Evaluation Traitement







