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Models for risk analysis and assessment (naval use-case)
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ADVANCED CYBER-SECURITY SIMULATION PLATFORM FOR PREPAREDNESS
TRAINING IN AVIATION, NAVAL AND POWER-GRID ENVIRONMENTS




Workshop n°l: Framing

(1to 3 half-day sessions)
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Workshop n°l: Security need violation severity assessment 2/4

(2 hoursto half-day session)

/0/‘0/0«/@70:

— A
Lrtertai
menl
Internet

aceess

THALES

)D /‘c;aa/fs’/ol(

- P

Customer
data

Severity assessment of feared event impacts

(i.e. considering existing or already specified security measures)

fafaéy

Sy’

—A
Utilities

=1
Utitities

Lrergy

—A

Lrergy

/r(a/(@//a/r(e/(b‘ /r(a/(a//em/(t A m/(cy/em/(b‘ /rra/(a/e/r(e/(f A /r(a/(@//em/(&‘ /r(a/(adwm/(lf A /rm/(a/ze/w/(f /r(a/(a/em/ﬂf A /tm/(afzalr(e/(b‘ /m/(cz/zem/(b‘

Severity assessment of feared event impacts

(i.e. considering existing or already specified security measures)

~cC
&/{&/b‘/w

data (VDR
eyplotation)

— I
Sensitive 4
data (VDR
euplhitation)

— 1A

nss

—1
Lot VHF

comman/-
cations

- A —A
bt WHF Other ext

commun’- & /rm//ﬂfe/(a/(ae

comman/-
cations

A

cations

/Vaw;atm /Vau//atm

& fb‘m/‘e A

ta/a/‘a
/rm//(b‘e/(a/ma

aud patehing  and patohing




Wor kshop n°l: Framing

(1 to 3 half-day sessions)
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Wor kshop n°l: Framing

(1 to 3 half-day sessions)
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Wor kshop n°2: Identification of adverse objectives

(2 hoursto half-day session)

Rejected | Risk sources by attack likelihood (1]
r iSk SO u r CeS H (considering motivation, current known activity, alternative easier attack paths, variety of risk source types...; #attack success)
Human Intentional Human Intentional Accidental
(external) A (internal) (natural or human)
- -~ ﬁ
Astivicte Crininabe -
HIGH p/&ﬁ/‘a/(f/ea/ HIGH
p—— emplayee
[erropists
- -
State Untargeted
&b‘ab‘&—gﬂﬂl(’@w‘a{ ’ AVERAGE AVERAGE malware

Ovportunists
ot P1)

LOW LOW
Rejected | Retained Risk Source / Target Objectives e
R S / TO i (i.e. considering security needs, and existing or already specified security measures)

Criminals ! Actiivists ﬂ/sy//‘mzf/a/ Criminale %/MI‘,I"M/‘,?# (errorists

! a/r(//%w (ixel, sorppt Kildies)
A(Ke//?}e/(ae ! Di . /
. ! : 1Sraplion Lo economres
gatherigg - Fubleation of sensitive data ’6”’“””’;{; 7 von [he challenge of L o
: gperabrtity gelling fé/‘i}gé cyber por D i
/% da . “"/ff / f@ 1os naliona //(f/‘a@ ruclure
altention
| (Consider MOW ) ]
(consider later)
- R
- ; 2 orbuniSts Jerropicts
Avtivists 2 “?"/“”t ted sla @ﬁjﬁi}w‘a{ Crintrats ﬂ}(c/;/@aqbt Kiddes) “
emplogee
Arranginy fraudutont . Folitical gai
Distraotin of det ﬂ/m,m:;, to eoa;m/é@ oargo transportation Fivanoral gai (through knowledpe )
estraction of data and critica
national infrastracture )
Dol sf s s e, / i Seling stolen data .
o ik (theosgh buonlicpe) /Pa/(@omg// Stoten data p ta/fya »
matware

rHALES




Wor kshop n°3: Risk evaluation at ecosystem-level

(1to 3 half-day sessions)
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Wor kshop n°3: Risk evaluation at ecosystem-level

(1 to 3 half-day sessions)

Risks by impact severity e
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Wor kshop n°4: Risk evaluation at technical-level

(1to 3 half-day sessions)
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Wor kshop n°4: Risk evaluation at technical-level

(1 to 3 half-day sessions)

Cyber kill chain
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Wor kshop n°4: Risk evaluation at technical-level

(1 to 3 half-day sessions)

Cyber kill chain
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Wor kshop n°4: Risk evaluation at technical-level

(1to 3 half-day sessions)

Cyber kill chain
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Workshop n°4: Risk Registry

(1to 3 half-day sessions)

List of risks

(include at least threat source, primary asset, feared event, supporting asset, and exploited vulnerability inside risk descr iption)

Ko7 Kuther wti &/ that crimimale corrapt a Lecknician so that the latter fé/ manager # W0h severity
plants a ransomware, leading to the loss of an (S gperabitity RKuther wlifely
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severity impacts ﬂ,’ e aaa/&/e/(f/
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the loss af a (CS c;aaﬁa//%f ﬂmuya&‘/w(, /m;aa/@/o/(, &a[fa% wtilftios
or energy ) and thereqf high severity inpacts [iie. accident)

03 Cortain that a dispruntted emplayee accesses sensitive gperationad Ship manager Low severity
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diseloses this information, dumagicp the shp & reputation

R0#  Liely that activists attack The web~site and disetose crew-retated Shp manager  Compromises privacy
sensitive data Co altract media allention Low severity

K05 Very tikely that, for the challenge, an qpportunist destroys an (CS Ship manager ﬁf;/é severity

/y /%z/(f//g// oorrupled hardware /a, 9. USB f///e/‘/ Ve/y /?&ép
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/wemy/}(/ the work of a eritical twé/(/a/&/(/, o create an acedent

Operational scenario likelihood scale

SCALE DEFINITION

The risk origin will certainly reach its target objective by one of the considered
methods of attack OR such a scenario has already occurred within the
organisation (incident history).

L4 — CERTAIN OR ALREADY
OCCURRED

The risk origin will most probably reach its target objective by one of the
considered methods of attack.

L3 — VERY LIKELY

The risk origin is able to reach its target objective by one of the considered
methods of attack.

The risk origin has little chance of reaching its objective by one of the considered

= e e e e e
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Wor kshop n°5: Risk treatment

(2 to 4 half-day sessions)
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A
> !
= : Risk modification

> i
(3] .
& E

= ! =

= =

= 1 =

& Risk avoidance i &

> ! -

o E o
Risk retention /acceptance :

; Risk modification
Likelihood
Synthesis of residual risks e
A
2 E
o ’.
> i
s !
& E
Control : Danger
Watch ! Control
Likelihood
THALES




Conclusions

* [he fey business assets ol relate to the fe/‘/y HAHPATIoN MISSION, with integrity and aua//a//%'by security reeds, Busivess assels related

7] //m/ Lrangport conditions and recreational internet access appear as &wm{my concerns,

o The synthesis of existivp security control was not easy to diaw bocause [t was weloar whether the synthesis shouldl be representative of
Loote Navale s cyber—range, or a Lypical ferry boat or the best-gf-otass forry. [he current synthesis is representative of Loot
Navate ¢ ay/e/‘—/‘a/g/e, capluring: ﬂ/ the wnavoidable securily controls, ie. the controbs related to the /rr/%'&‘a/y premises where Che
oyber-range iis installed; (i) the securily controle that can be switehed on or offf at with on the oyber-range; and (i) the security
controlls that may exist on certuin ships but are 1ot implemented in the seqpe of the cyber—range, Cotour coding i ased to speerfy [ the

secarly controle were considered as existing or 1ot i the allack scenariss /s’ee mﬁés’éo/a 4/ .

o The risk sources (RS) that have been itentifred as the most relovant are oriminals, lerrorists, activists, wd digprantted employecs.
Aetivists and aﬁ'sy/‘a/(f/a/ e/r(/a/oyee&’ were /szeo{ the é‘f//&ob‘é&f/& /e/}g/ that féey have sinitar /ﬂa/@, centred on private or awrf/f/e/(f/a/
data, i e. not largeling the integrity or avaltubitity of the forry navipation supportivg assels. Lven though significantly loss rebovant, an
attack by an gpportunist was short-listed] because assumed b use radizally different attack tecknipues, 7o allow for a quik finst
fteration, by 5 target objectives (T0) were setected) whitst 9 others were identified but postponed to a bater rish assessment iteration,
[ his setection allows for a pretly good coverage of the busiress assels.

o The nappivp of the ecosystem shows no oritical partivjpant. However, the shp is highty dependent on some particjpants, in partioalar
/a/‘/'f/oa// lochnicians, the satellite connection /ﬁw/é/e/v and (CS vendors, Ve/y fe«/ security controle were a/ef/)(ec/ on the ecosystem, most
of which relate to physical securdty. [t seems that the securdly of the particpants is loft to the particpants themsetves, [here is room

here fo/‘ @4}/{/&‘/&&0{&‘ /)r(//‘oae/r(e/(f i the naval busiess,

* Buased on the 5 RS/TD cowples, 7 strategic scenarivs were defined] 5 of which have a high severdly. [he 2 others have a bow severity,
wnd wnswrprisiply rebate G The activists / digpruntted employees.

* Attack soenarivs triggered /y crininals (01, F0z) were fo«/(a’ 0 have a low Co mediim-tow Uelihood af success, because fé@y target
navipation-related supporting assels, which are diffieadt to access, both physically wnd remotely, [he attack soenaris triggered by the
(//If//‘a/(t/ea/ e/rr/ﬁ%yw (F03) was fa«/(a/ 10 kave a é@}é likeihood af suceess, because of the insider nature of the aftacker, //‘cw&//}g/ hin
both with trast and mullipte qpportunities G act; the same soenards run by an activist woulll be sipnifioant toss lfely, awnd has therefore
been dismissed [he attack soenariv triggered /f an activst (Fot) was fa«m’ 0o have a mediin-tow likelhood of success, because af the
dffieally of firding retevant sensitive dats; by contrast; the same scenaris ran by a disgrantled employee wonldl be sipnifioant more likely,
but has been dismissed due Co ils simitarity to R0, The attack soenarts triggered by the qpportunist (R05) was fourd to have a mediun-
tigh Uktelihosd of success, however, ix the synthesis of iherent rishs, the overall Hiebitood s degraded to medium~tow, due to the
wedium~tow retevance of this risk source ﬂs’ee workshp 2 / ﬁ)m/{y, the attack scenarivs trjpgered by terrorists (K06, Ro7) are sintar
to Ko7 & Roz in that they target navipation-related supporting assels, which are diffioadt to access, [his ctoses the 7 goal of this
@fac{% le o /é/e//(f/fy //abfam( runtine vabherabiitics & threats,

o 7o proceed with the 2 goal of this study, i.e. provite ratimal inputs to generate scenarivs for the Foresipht navel pitet, it was decided
lo short-list the ¥ most critical risks, i e, R0z, R0, Ros and Ro7. The follow-up work is To be performed as part of WFs,
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