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Abstract 
Obérisk is a quick, agile, and Obeya-like approach to the EBIOS-Risk Manager method, which equally supports 
face-to-face and remote risk management brainstorming sessions. This handbook provides guidance on the 
use of Obérisk for brain-storming facilitators. 
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1 INTRODUCTION 

1.1 SCOPE 
Obérisk is a quick, agile, and Obeya-like approach to the French EBIOS-Risk Manager method [1]. It equally 
supports face-to-face and remote risk management brainstorming sessions. It generally allows to perform full-
blown risk management iterations within 4 to 7 short brain-storming session, i.e., in approximately 8 to 14 
hours. The approach is graphical by essence. The final report reflects the elaboration process, and is a model 
of concision, i.e., typically between 15 and 25 pages.  

Obérisk fosters a collaborative state of mind, recalling that Solution architecture securing is not the sole 
business of cybersecurity experts, but the result of a collaborative work involving the management, domain 
experts, the CISO and CIO. During multiple case-studies, we have noticed that risk management using this 
technique is fun. It is a way of demystifying risk management, making it easier to understand, whilst remaining 
highly time-efficient. 

The approach is especially appropriate during bid activities, project kick-off, or for a first high-level risk 
assessment on an organisation or one of its a legacy system. For follow-up activities, the use of a specialised 
commercial tool is recommended. 

1.1.1 Document objective 
This handbook provides detailed guidance on the use of Obérisk. 

It does not recall the EBIOS-Risk Manager method itself. Please refer to ANSSI’s documentation for full details 
on the method [1] [2]. 

1.1.2 Targeted audience 
This handbook targets exclusively the EBIOS-Risk Manager brain-storming sessions Facilitator, i.e., the 
neutral person who helps the Solution Team to run a risk assessment together, to understand their common 
objectives, and to plan how to achieve these objectives. Obérisk helps the Facilitator achieve a consensus on 
any disagreement that pre-exists or emerges in the meeting, thus building a solid basis for future action. The 
other brain-storming session participants do not need to read this handbook. 

The Obérisk Facilitator needs to have a good knowledge of the EBIOS-Risk Manager method. 

The Obérisk Facilitator may be part of the Solution Team, but he may also be external to the team, or even 
external to the organisation, as long as the appropriate non-disclosure agreement has been established. 

1.1.3 Tooling 
Obérisk is supported by a simple PowerPoint template. It therefore requires no tool / licence purchase, no 
installation, no training. If you know how to use PowerPoint, you know how to use Obérisk. You can also easily 
fine tune Obérisk to your needs. 

The Obérisk template can be used: 

• either printed in A0 format posters, with coloured stick-notes to support the collection of risk 
management information during face-to-face brainstorming workshops (cf. Figure 1); 

• or directly under PowerPoint, during remote workshops. 

The Obérisk template is available in English and in French. Translation to other languages should be quite 
straightforward. 

The Obérisk package includes a PowerPoint template, a Facilitator’s handbook (this document) and a full-
blown example. 

NB: Beyond the preliminary risk management activities covered by Obérisk, the follow-up long-term risk 
management activities will generally require tooled-up, commercial or open-source approaches, with good 
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scalability and maintainability properties. Transitioning to such tool is generally seamless, due to the high 
compliance of Obérisk with the EBIOS-Risk Manager method. 

1.1.4 Conditions of use 
Obérisk is made available under the CC BY-NC-SA (i.e., Creative Commons Attribution + Non Commercial + 
Share Alike) licence. This licence allows you to remix, adapt, and build upon Obérisk non-commercially, as 
long as you credit Thales and license your new creations under identical terms. More precisely: 

• Attribution (BY): You must give appropriate credit, provide a link to the license, and indicate if changes 
were made. You may do so in any reasonable manner, but not in any way that suggests that Thales 
endorses them or their use. 

• Non-Commercial (NC): You may not commercialize the Obérisk template itself, or any adaptations 
based on Obérisk. You may however commercialize risk management studies performed using the 
Obérisk template, or using any adaptations of the original Obérisk templates. 

• Share Alike (SA): If you remix, adapt, or build upon the material, you must distribute your contributions 
under the same license as the original. 

1.2 DEVELOPMENT HISTORY, AND APPROACH RELEVANCE 
The Obérisk approach was initially developed for training purposes. At the time, the posters were designed to 
be printed in A0 format, and used with coloured sticky-notes (cf. Figure 1). 

 

Figure 1: Obérisk used as A0 printed poster, with coloured stick-notes 

By improving its scalability, Obérisk was then applied to Thales Self-Funded Research & Development 
projects. During the CoViD lockdown, physical meetings were impossible, so a PowerPoint version of the 
templates was developed to support remote brainstorming sessions. After the CoViD, Obérisk was mature 
enough to be used on business contracts. 

The Obérisk approach: 

• has been approved by the College of Practitioners of the Club EBIOS; it is publicized on the Club’s 
forum [3]; 

• has given way to an article published in the MDPI journal [4]; 

• is used within Thales for internal studies or commercial projects. 

1.3 DOCUMENT STRUCTURE 
Section 2 explains how to get started, i.e., how to configure the Obérisk template before starting the EBIOS-
Risk Manager workshops. Section 3 explains how to use the Obérisk template for each activity within each 
EBIOS-Risk Manager workshop. Annex A.1 provides an overview of all Obérisk slide templates. 
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1.4 ABBREVIATIONS AND DEFINITIONS 
 

Abbreviations Meaning 

ARC Architect 

CIO Chief Information Officer 

CISO Chief Information Security Officer 

IoT Internet of Things 

IT Information Technology 

GRC Governance, Risk and Compliance 

OT Operational Technology 

RO Risk Origin 

SCADA Supervisory Control And Data Acquisition 

SFRD Self-Funded Research & Development 

TO Target Objective 

WYSIWYG What You See Is What You Get 

Table 1: Abbreviations 

 

Terms Meaning 

Obérisk Facilitator Role of the neutral person who helps the Solution Team run a risk assessment, 
understand their common objectives, and plan how to achieve these objectives 
together. The facilitator needs to have a good knowledge of the EBIOS-Risk 
Manager method. The facilitator may be part of the Solution Team, but he may 
also be external to the team, or even external to the organisation (i.e., 
consultant), as long as the appropriate non-disclosure agreement has been 
established. 

Solution Team Team that operates across multiple disciplines (including mainstream 
engineering, security, safety, etc.) and throughout the entire lifecycle of the 
Solution. 

Solution Refers to any project, product (software, hardware, system or combination 
thereof), service or organisation. 

Table 2: Definitions 
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2 PRACTICAL GUIDE TO GET STARTED 
This section provides general guidance on Obérisk, before addressing the specifics of each workshop from 
the point of view of the EBIOS-Risk Manager method (cf. §3). 

2.1 DOWNLOADING THE OBÉRISK TEMPLATE 
Start by downloading the latest Obérisk template from the Club EBIOS Forum. 

The template is currently available in English and in French. 

2.2 CUSTOMISING THE DOCUMENT STRUCTURE 
Create a new document by double-clicking on the Obérisk template. 

 

Figure 2: Document breakdown in sections 

Upon creation of a new Obérisk document, a basic set of slides is 
directly available for each workshop, the study introduction and the 
conclusion. Each slide is of a given type selected from the Obérisk 
template. 

The document is organised in sections, which should help you 
navigate quickly between the workshops. 

Figure 2 shows all the Obérisk sections, with: 

• the Introduction section expanded, containing two slides, of 
which one is hidden by default; 

• one section per EBIOS-Risk Manager workshop, containing five 
slides for workshop 1, one slide for workshop 2, four slides for 
workshop 3, three slides for workshop 4 and four slides for 
workshop 5; 

• two additional slides for the Conclusion section. 

This set is usually sufficient to run a small full risk management 
study. However, each study is specific, so slides can be added, 
removed or replaced. Typical examples of customisation include: 

• adding new slides of an already displayed type, typically to 
describe more operational scenarios (workshop 4) or to 
describe two different ecosystems, one for the development 
and production phase, and another one for the operation and 
maintenance phase (workshop 3); 

• adding slides of a yet unused type, typically to capture the 
scope, the methodology, or some extensive security baseline 
(workshops 1 or 3); 

• replacing two slides by a more concise one, typically when there 
are very few business assets and feared events, and all the 
information can be condensed on a single slide; 

• deleting useless slides, typically because you have decided to 
run only workshops 1 and 5. 

Obérisk offers over 20 different slide types (cf. Figure 3, and Annex A.1) to select from, which should satisfy 
most of your customisation needs. If not, you can easily adapt an existing template to your needs, or create 
new templates (cf. §1.1.4 for the licence conditions). 
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Figure 3: Catalogue of Obérisk slide templates (to select slide layout) 

2.3 CUSTOMISING THE REPORT 
The Obérisk PowerPoint slides are used as the main tool for supporting the risk management brainstorming 
sessions. But they also form the final risk management report. Obérisk is fully WYSIWYG, ensuring an efficient 
reporting. A subset of the Obérisk slides is dedicated to building a comprehensive and customer-acceptable 
report. 

Customising the cover page 

If you do not intend to use the Obérisk document as the final report, you may delete the 1st page. Otherwise, 
you may customise it to your Organisation, with the same look & feel as your standard technical documentation 
(cf. Figure 4). 
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Figure 4: Example of cover page 

 

Figure 5: Method description 

Documenting the EBIOS-Risk Manager method 

Customers often require that the method used to run the risk management study be described in the final 
report. The Obérisk template proposes two slides that serve that purpose, called Methodology (1/2) and 
Methodology (2/2), as shown in Figure 3. Thus, to document the method, just add the appropriate slides from 
the template. 

The first slide of these two slides (cf. Figure 5) provides a comprehensive overview of the EBIOS-Risk Manager 
method, and is usually sufficient. 

The second one focuses on the different possible uses of the method. Add this slide only when you do not 
intend to run a complete risk management study, involving all five workshops. 

Documenting the scope 

Most technical reports require a Scope chapter. Obérisk provides a slide template for that purpose. The 
template comprises six fields (cf. Figure 6): 

• Identification; 

• Context; 

• Document purpose; 

• Document overview; 

• Applicable documents; 

• Referenced documents. 

Naturally, this slide template (like all other slide templates) can be edited if it does not perfectly suit your needs. 
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Figure 6: Scope 

Using the appropriate set of sticky-notes 

Obérisk slides existing at the creation of a new study comprise the required sticky-notes to perform the work. 
However, when new slides are added, these slides will be void of any stick-note. Copy-paste from similar slides 
is always possible, but Obérisk also provides a sticky-note library as the last and hidden slide of the file. This 
sticky-note library displays all the stick-note types that can be used for each workshop (cf. Figure 7). Copy-
pasting from this library ensures access to well-formatted sticky-notes. This library may also be enriched with 
your own stick-note designs.  
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Figure 7: Stick-note library (hidden slide) 

2.4 KEEPING TRACE OF THE DISCUSSIONS 
During EBIOS-Risk Manager brain-storming sessions, key risk management information is captured on the 
Obérisk slides, but there will usually be a lot of discussions, especially on controversial points, that might be 
forgotten / lost if not written down. To keep a trace of such justification information, Obérisk makes use of the 
slide’s comments pane (lower part of the window). For some slides, the comment pane is preformatted to hold 
relevant information, cf. Figure 8. 
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Figure 8: Comment pane example 

This information will not be shown in the generated PDF or printed reports. It will however be useful in case of 
review, to understand the decisions that were made, potentially a long time ago. 

2.5 ON-LINE HELP 
On either side of some Obérisk slides, helpful information is provided, related to concept catalogues, as 
illustrated in Figure 9. 

 

Figure 9: Catalogue example 

This information will be not show in the generate PDF or printed reports. It may be removed. 
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3 USER GUIDE PER WORKSHOP 
This section describes the available slide templates per EBIOS-Risk Manager workshop, and, if applicable, 
per activity within that workshop. 

3.1 WORKSHOP N°1: SCOPE AND SECURITY BASELINE 
As described in the EBIOS-Risk Manager guide [1], workshop n°1 comprises four activities: 

• Activity 1-1: Define the study framework; 

• Activity 1-2: Define the business & technical perimeter; 

• Activity 1-3: Identify & assess the feared events; 

• Activity 1-4: Determine the security baseline. 

Activity 1-1: Define the study framework 

There is a specific Obérisk slide template to capture information about workshop planning and workshop 
participants, cf. Figure 10. 

 

Figure 10: Study framework definition 
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This slide is part of the Introduction section of Obérisk. For each workshop session, it is possible to capture: 

• the identification of the workshop session; 

• the scheduled or actual date of the workshop session; 

• the participants of the workshop session, with any additional comment such as company details, roles 
and responsibilities. 

 

By default, this slide is hidden, so that it will not be printed in the final report (in PDF or paper 
format). Before unmasking this slide, make sure that the participants agree in having their names 
shown in the report, especially in case of customer or third-party involvement. 

The study objectives (pink stick-notes), and study timeframe can be captured on the slide template shown in 
Figure 11. There should generally be no more than 2 or 3 study objectives. 

 

Figure 11: Study objectives and time frame 

 

On the Obérisk slides, there are sequences of numbers starting from 1 and moving up for each 
workshop, written in white on black dots. Figure 11 shows such a number in the upper left part. 
These numbers provide an indication of the natural order in which the slides should be filled. 

Activity 1-2: Define the business & technical perimeter 

The missions of the object-under-study can be captured on the slide template shown in Figure 11, using sky-
blue stick-notes. 

 

Generally speaking, the Obérisk sheets are designed to provide just the appropriate place to 
capture the relevant information. In this case, there should generally be no more than 2 or 3 
mission statements. If you have more, consider abstracting the missions and keeping the details 
as business / operational assets. 

 

Figure 12: Capturing business assets, their needs and owners 
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The business / operational assets (mauve stick-notes) can be captured on the slide template shown in Figure 
12, just below the mission statements. The business / operational assets of type function, process or service 
should be located above the horizontal axis. The business / operational assets of type information, data or 
know-how should be located below the horizontal axis. 

 

Figure 13: Business / operational assets semantics 

 

 

Figure 14: Modelling composite business assets 

Each business / operational asset stick-note comprises two fields (cf. Figure 13): 

• in the centre, the asset name; 

• on the top right, the initial letter(s) of the cybersecurity needs, expressed in terms of C(onfidentiality), 
I(ntegrity), A(vailability) and / or P(rivacy). 

For each asset, you need to state which security need is at play. You may specify 1, 2, 3 or 4 security needs 
per asset, but be aware that each security need will give way to a feared event, so remain reasonable in the 
number of captured security needs. You may want to delay some less important security needs for a future 
risk management iteration. 

 

On the right end of the security need axis, the letters IA are located above the axis, whereas the 
letters CIAP are located below the axis. Since the assets of type function / process / service are 
located above the horizontal axis, and the assets of type information / data are located below the 
horizontal axis, this is to remind you that assets of type function / process / service are rarely 
confidential or private. A confidential function / process / service would mean that only subjects 
with a need-to-know should be aware that this function / process / service exists. This is possible, 
but very rare. Make sure you captured the right security needs on each business / operational 
asset.  

There is no defined security need scale in Obérisk for the confidentiality, integrity, availability and privacy 
criteria1. The extent of the need(s) is captured by the position of the asset stick-note on the horizontal security 
need axis. The more the asset stick-note is to the right, the more the security need is high. Typically, in a 
NATO context, a confidential asset located to the extreme left would mean NATO UNCLASSIFIED, whereas 
a confidential asset located to the extreme right would mean NATO TOP SECRET (COSMIC TOP SECRET). 
In a commercial context, the same positions would indicate respectively PUBLIC and SECRET. Thus, it is 
possible to mix assets from different asset owners on the same axis. 

 

With Obérisk, generally the absolute position of an asset on the security need axis does not need 
to be very precise. What is important are the relative positions of the assets. If an asset’s stick-
note is more to the right than the one of another asset, then it means that its security need is 
higher, and that it should be treated in priority. 

 

It is important to avoid capturing redundant security needs. This is performed by capturing the 
security needs only on the asset with the longest life-cycle. For example, if the object-under-study 
is an air traffic management controller working position with aircraft tracks, you might find it natural 
to identify the Display function and Aircraft Track as two business / operational assets, both of 
them having integrity and availability needs. However, this would be redundant, because, for the 
Display function to be available and provide some level of integrity, then the Aircraft Track also 
needs to be available and provide the same level of integrity. In short, the Display function cannot 
display a track that is not available, and it cannot guarantee some level of display integrity if the 

 
1 See below for discussion on including additional criteria. 
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track is compromised. Thus, capturing the need on the function induces the same need on the 
data that this function uses; it is useless to capture the needs twice.  

 With this approach, the most common security needs captured on assets of type information / 
data relate to confidentiality and / or privacy. Do note that integrity and availability needs may also 
be captured on information / data when their life-cycle extends beyond that of the function that 
uses or produces it. Typically, if the Aircraft Track data is archived after use, then it is useful to 
create an Archive asset, with integrity and availability needs. Since the archive might need to 
remain available and of-integrity for 90 days after its generation, these security needs are 
captured on the information itself, and it is useless to capture it on the archiving function. 

 This tip allows for a significant reduction in the number of security needs on business / operational 
assets. It simplifies the report, and eases understanding by the stakeholders, without any loss in 
accuracy or completeness. 

 

Specifying multiple security needs on a single asset stick-note allows for a concise expression. 
However, since the sensitivity is defined by the position of the stick-note, this implies that all 
security need criteria have the same sensitivity. This may not always be the applicable, in which 
case it is necessary to duplicate or triplicate the stick-note with the same name at different 
locations on the axis. For example, our Archive asset may require high integrity, and medium 
availability requirements. For readability reasons, it is recommended to align the sticky-notes 
horizontally, and to link the assets with a dotted line, as illustrated in Figure 15. 

  

Figure 15: Expressing different security criteria with different levels of sensitivity, and an asset owner 

By default, Obérisk proposes to deal only with the classical confidentiality, integrity and availability (CIA) 
security criteria, with the addition of privacy (P). If you wish to deal with additional criteria, e.g., traceability, 
accountability, authentication, etc., you may add new distinctive letters to capture those needs. 

ANSSI recommends limiting to ten (10) maximum the number of business / operational assets per study 
iteration. This is sometimes frustrating. To reach this objective, ANSSI recommends grouping assets of similar 
type or with similar properties. Obérisk supports this grouping by providing a slightly lighter shade of mauve 
for composite business / operational assets (cf. Figure 14 on page 15). Thus, the content of the composite 
asset can be rendered explicit, whilst allowing for the use of a composite asset in the study follow-up. 

 

Privacy is not a “real” security criterion, like the standard confidentiality, integrity and availability 
criteria. This is notably illustrated by the fact that there is no privacy scale: information / data is 
either private or not private. There is no intermediate need. Privacy may thus be excluded from a 
standard cybersecurity risk management study, and processed separately in a Privacy Impact 
Assessment (PIA) study. However, if you include privacy in your study, this raises the question of 
the position of the stick-notes of private assets on the security need axis. The Obérisk 
recommended practice is to locate the stick-note to the left of the axis if there is only a small amount 
of private information / data or if the latter is not very sensitive (e.g., operator name used for login), 
and locate it to the right of the axis in case of large amounts of private information / data, or if it is 
sensitive (e.g., medical information of patients in an hospital). 

The EBIOS-Risk Manager method does not mandate the capture of business / operational asset owners. 
Obérisk however allows to capture such information in the form of yellow bubble sticky-notes. It is possible to 
specify the owner of each asset individually (cf. Figure 12). However, it is frequent that all business / operational 
assets belong to the same owner. In that case, the asset owner may be specified just once, for all assets (cf. 
Figure 15). 
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The EBIOS-Risk Manager method has grouped the definition of business / operational assets and 
supporting assets within the same activity called “Define the business and technical perimeter”. 
With Obérisk, it is possible to do that, but we recommend proceeding directly to the feared events 
after studying the business / operational assets. Indeed, feared events are the negation of security 
needs, which have just been identified, and the workshop participants relevant for the 
identification of business / operational assets are the same as those relevant for assessing the 
impacts of feared events. Moreover, supporting assets will not really be useful until workshop 4, 
and the relevant participants to identify the key supporting assets may be different from the former 
ones. It is thus recommended to postpone the study of the supporting assets (as described just 
below) until after the study of the feared events (cf. Activity 1-3). This is reflected on the Obérisk 
sequence numbering. Obérisk also supports this approach by proposing a compact slide template 
that groups business / operational assets determination and feared events assessment on the 
same slide (cf. Figure 40 on page 37). 

 

Figure 16: Supporting assets 
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The supporting assets (light blue stick-notes) can be captured on the slide template shown in Figure 16. This 
slide is split in three sections: 

• the top section is meant for human or organisational supporting assets; 

• the central section is meant for IS/IT supporting assets; 

• the bottom section is meant for general infrastructure, including premises and any other kind of 
tangible supporting asset that does not fit in the two previous sections. 

 

A recommended practice is to copy-paste the architecture of the object-under-study in the 
background of the IS/IT section. Depending on the level of detail of the architecture, this may be 
sufficient. Otherwise, it is possible to place the supporting assets (light blue) stick-notes above 
the architecture schema. 

One of the major complexities in determining the technical perimeter is knowing if an element is part of the 
object-under-study or part of its ecosystem. E.g., in early stages of the design of a cloud-based system, it 
might not yet have been decided if the solution will be based on a public or a private cloud. In the former case, 
the public cloud is part of the ecosystem, to be documented as part of workshop 3. In the latter case, it is a 
supporting asset, to be documented as part of workshops 1 and 4. The final choice about public or private 
cloud will have a significant impact on the risks and security measures to deploy. By examining the 
consequences of both options, your risk assessment should support the design decision-making process, but 
this is usually difficult to model. In Obérisk (cf. Figure 17): 

• supporting assets are represented by light blue stick-notes; 

• ecosystem stakeholders are represented by grey sticky-notes; 

• elements whose classification are yet undetermined are represented by light blue and grey gradient 
stick-notes. 

Thus, it is possible to highlight the pending decisions on supporting assets, and process the alternatives all 
along the risk management work. 

 

Figure 17: Supporting asset versus ecosystem stakeholder 

 

If you have copy-pasted an existing architecture, provided by the design team, in the background 
of the IS/IT section, you might sometimes discover that it mixes both supporting assets and 
ecosystem stakeholders, typically because they wanted to illustrate the input / output flows. In 
these circumstances, even though stakeholders are generally studied in workshop 3, it may come 
useful to place (grey) ecosystem stakeholder sticky-notes above those elements, to clearly 
highlight the perimeter of the object-under-study. 

Activity 1-3: Identify & assess the feared events 

Feared events and their impacts can be captured on the slide template shown in Figure 18. This slide allows 
to capture up to ten (10) feared events. A feared event is represented by the same stick-note as its 

corresponding business / operational asset, with the exception of the mathematical negation symbol (i.e., “”) 

in front of the security need. Thus, “ C” should be read as “loss of confidentiality”, “ I” should be read as 
“loss of integrity”, etc. 

The feared events impacts are modelled with orange sticky-notes, located below each corresponding feared 
event, on a vertical severity axis, ranging from green to red. Again, at this stage, there is no explicit impact 
severity scale in Obérisk, but you can interpret green as MINOR and red as CRITICAL. 
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If a business / operational asset holds multiple security needs, it is necessary to create as many 
feared events as security criteria2. E.g., in Figure 18, it can be seen that each column refers to a 
unique feared event related to a single security criterion. 

 

If different feared events share the same impact, it is possible to pull the impact stick-note across 
different columns. This tends to significantly improve readability. 

 

If an impact is located under different non-adjacent feared events using different sticky-notes, for 
consistency reasons, make sure that the sticky-notes are located at the same level on the severity 
axis. 

 

Figure 18: Feared events and their impacts 

Activity 1-4: Determine the security baseline 

Depending on the studies, security baselines come in a wide variety of formats and details. Thus, Obérisk also 
provides a wide range of means to capture these security baselines. 

Figure 19 illustrates the template to use in case the security baseline is expressed as a list of security 
standards, policies and / or regulations. The template comprises a list of common standards which can be 

selected by a tick (). This default list can be changed to suite your business / operational domain in the slide 
template. Other one-off standards, policies and / or regulations can be listed using yellow sticky-notes. 

 
2 Except if all their impacts are identical, which should be a very rare situation. 
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Figure 19: Security baselines as a list of standards (option 1) 

 

Figure 20: Security baselines as organised lists of general security controls (option 2) 

Figure 20 illustrates the template to use when the security baseline is best presented as an organised lists of 
general security controls, and when compliance assessment is required. The slide offers a classification in 
three (3) columns and three (3) horizontal sections: 
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• the suggested use of the columns is to separate technical security controls (e.g., firewall, multi-factor 
authentication, etc.) from organisational (e.g., security awareness training, creation of an incident 
response team, etc.) and procedural security controls (e.g., least privilege, patch management 
procedure, etc.), but other classifications may be used; 

• the horizontal sections allow for the split between fully compliant security controls, partially compliant 
security controls, and not compliant security controls. 

Finally, Figure 21 illustrates the template to use when the security baseline is best presented as a list of security 
controls specific to given supporting assets. This slide template offers nine (9) place-holders. Each place-
holder is headed by a stick-note representing a supporting asset, and the list of applicable security controls is 
placed just below it. Supporting assets with many security controls can span over multiple place-holders. 

  

Figure 21: Security baselines as a lists of supporting assets specific security controls (option 3) 

Obviously, a combination of the aforementioned options can be used. 

 

If you frequently build Solutions by integrating existing components / products that come with their 
already implemented security controls, you might find it useful on the long term to add those 
baselines in your Obérisk template for capitalisation and quick reuse between studies. Integrating 
the security baselines in the template will ensure analysts always report the latest up-to-date 
version of your active security baselines. 

3.2 WORKSHOP N°2: RISK ORIGINS 
Workshop n°2 comprises three activities: 

• Activity 2-1: Identify the risk origins and target objectives; 

• Activity 2-2: Assess the risk origin / target objective pairs; 

• Activity 2-3: Select the risk origin / target objective pairs for the rest of the analysis. 
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Obérisk proposes only one slide template to deal with all workshop 2 activities, so this section is 
not broken down into activities. Moreover, Obérisk slightly simplifies the RO/TO assessment 
protocol by assessing explicitly only the ROs. 

With Obérisk, risk origins are modelled using green sticky-notes, and assessed in terms of attack likelihood on 
a vertical axis (cf. Figure 22), ranging from low likelihood (bottom green part) to high likelihood (top red part). 
Here, unlike what is specified in the EBIOS-Risk Manager method, the risk origin’s likelihood to attack is 
assessed independently from its target objective. This is a slight methodological discrepancy, which has no 
significant impact in terms of RO/TO pair selection, but allows for a significant simplification of the assessment 
work. 

The Obérisk risk origins are presented in three (3) columns: 

• column 1: external human intentional and malevolent risk origins; 

• column 2: internal human intentional and malevolent risk origins; 

• column 3: accidental or intentional, but not ill-disposed, natural or human risk origins. 

ANSSI recommends “searching varied categories of RO/TO pairs in order to have a differentiated panel of 
attacker profiles and target objectives from which the strategic scenarios of workshop 3 will be established”. 
The split between external (column 1) and internal (column 2) risk origins is a key criterion towards that risk 
origin category differentiation. An empty column 1 or 2 should question the variety of identified risk origins. 

 

Figure 22: Identifying and assessing the risk origins 

 

Return on experience shows that people often tend to forget why risk origins were assessed as 
likely or unlikely to attack. It is highly recommended to document the justifications in the 
PowerPoint comments pane (cf. Figure 8 on page 12). 
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The EBIOS-Risk Manager method does not comprehend an analysis of non-malevolent risk 
origins. This makes complete sense because risk origins are coupled with adverse target 
objectives, and non-malevolent risk origins will obviously not have any adverse target objective. 

Identifying and assessing risk origins independently from their target objectives (column 3) opens 
the possibility in Obérisk to analyse accidental or intentional, but not ill-disposed, natural or human 
risk origins. This is yet another slight discrepancy of Obérisk. However, since there is no obligation 
to identify such risk origins (i.e., the column may remain empty). This just opens an option. 

The goal of identifying accidental or intentional, but not ill-disposed, natural or human risk origins 
is to help imagine threat scenarios exploiting specific abnormal situations. E.g., it can be assessed 
that a trusted operator performing a tedious and repetitive task has a 2% chance of making an 
error in his daily work; this error could then be exploited by a malevolent threat actor to attack the 
system. 

 

The identification of non-malevolent risk origins may also be related to the security baselines and 
/ or non-compliances to the security baselines. E.g., if there is no anti-virus in the security baseline 
(as documented in workshop 1), then a generic untargeted virus might be considered a highly 
likely risk origin. Imagining a threat scenario exploiting this situation will support the decision-
making process related to the necessity of installing an anti-virus. 

The Obérisk workshop 2 slide also offers a column on the extreme left to document rejected risk origins (cf. 
Figure 22). This is yet another small extension of Obérisk with respect to the EBIOS-Risk Manager method. 
The goal here is to clearly indicate to a potential auditor or accreditation authority that the risk origin was not 
forgotten, but willingly rejected. Justifications for the rejection should be documented in the slide comments 
pane (as shown in Figure 8 on page 12). 

The lower part of the Obérisk workshop 2 slide allows for the identification, assessment and selection of the 
RO/TO pairs (cf. Figure 23). This part is split in three place-holders:  

• the largest place-holder (on the top right of Figure 23) allows documenting the selected RO/TO pairs 
for the current risk management iteration; 

• the place-holder on the bottom right allows documenting the selected RO/TO pairs for future risk 
management iterations; this is yet another small extension of Obérisk with respect to the EBIOS-Risk 
Manager method; 

• the place-holder on the left allows documenting the rejected RO/TO pairs; as for the rejected risk 
origins (see above), the goal here is to clearly indicate to a potential auditor or accreditation authority 
that the RO/TO pair was not forgotten, but willingly rejected; again, this is a small extension of Obérisk 
with respect to the EBIOS-Risk Manager method. 

Each target objective is represented by a pink stick-note including: 

• in the centre, the target objective description; 

• in the top left part, an identifier. 

The identifier proposal is an Obérisk extension to ensure the traceability between the RO/TO pairs (of 
workshop 2), the strategic scenarios (of workshop 3), the operational scenarios (of workshop 4) and finally the 
risk scenarios (of workshop 5). At this stage, it is recommended to number all target objectives in the form R1, 
R2, R3… 
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Figure 23: Identification, assessment and selection of the RO/TO pairs 

It is noteworthy that the workshop 2 Obérisk template proposes multiple catalogues on either side of the slide 
(cf. Figure 9 on page 12). The catalogues cover generic risk origins, generic target objectives and artificial 
intelligence specific target objectives. On the French template, one set of proposed generic risk origins was 
extracted from the Catalogue ministériel 2023 des menaces et aléas. 

3.3 WORKSHOP N°3: STRATEGIC SCENARIOS 
Workshop n°3 comprises three activities. 

Activity 3-1: Build the ecosystem digital threat3 mapping and select the critical stakeholders 

Obérisk proposes one slide template to map the ecosystem (cf. Figure 24). This mapping differs slightly from 
ANSSI’s representation in that it uses the plane’s x-axis and y-axis to model respectively the exposure and 
cyber-reliability (rather than the size and colour coding of discs, as proposed by ANSSI): 

• the horizontal axis represents the exposure of the object-under-study; it is a double-sided axis, where 
high exposure is captured in the middle (red zone) and low exposure is captured on the sides (green 
zones), with no semantic difference between the left or right sides; 

• the vertical axis represents the cyber-reliability of the ecosystem stakeholder; it is also a double-sided 
axis, where low cyber-reliability is captured in the middle (red zone) and high cyber-reliability is 
captured on either side (green zones), with no semantic difference between the top or bottom sides. 

Ecosystem stakeholders, reified as grey sticky-notes, are placed on this map depending on the value of their 
cyber-reliability and the value of the exposure of the object-under-study to them. 

 
3 The “threat” term has been replaced by “danger” in release v1.5 of the method, but the English release of EBIOS-Risk 
Manager was only translated once, labelled v1.0, but based on the French v1.1. 
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Figure 24: Ecosystem mapping (heat map) 

 

The combination of the two double-sided axes allows for a representation of critical stakeholders 
in the centre of the diagram, meaning that they should be in the centre of your attention. By 
contrast, stakeholders located on the sides can safely be forgotten, or at least their processing 
can be postponed to future risk management iterations. 

 

The double-sided axes also allow for the creation of four (4) quadrants with identical semantics. 
Thus, the quadrants can be used to group stakeholders according to their type, e.g., project 
partners on the top right quadrant, end-users on the top left, suppliers on the bottom left, etc.  

 

The two lozenge shapes marking the boundaries between the danger, control and watch zones 
were built to reflect the computation formula of the danger levels, as suggested by ANSSI. 
Typically, the outer lozenge draws all the places where the exposure and cyber-reliability have 
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the same value, which, considering the danger level as the ratio of exposure over cyber-reliability, 
corresponds to a danger level of 1. 

 

If you are initially embarrassed to place the stakeholders’ stick-notes at the right position, you may 
use ANSSI’s formulas to provide a good indication as to where to place the sticky-notes. In the 
Obérisk map, high corresponds to a value of 16, whereas low corresponds to a value of 1. Thus, 
for example, if you compute an exposure of 8 for a given stakeholder’, then its stick-note should 
be located approximately half-way between high and low on the horizontal axis. 

 

This being said, the absolute position of each stakeholder’s stick-note is not of upmost 
importance. This mapping is here to help you fix priorities on stakeholders to secure. Thus, what 
is important is the relative position of one stakeholder with respect to the others. The stakeholders 
with the highest danger level are the ones for which will most likely be exploited as attack vectors, 
and for which an ecosystem security baseline must be defined. With this mapping, stakeholder 
securing priorities can be understood at a glance. 

In most cases, one ecosystem diagram is sufficient to capture the complete stakeholder cartography. 
Exceptionally, an object-under-study may have a very rich ecosystem, resulting in a cluttered diagram. To 
cope with these situations, it is possible with Obérisk to create multiple ecosystem diagrams: just add as many 
slides as required. The suggestion is to create one ecosystem diagram per significant lifecycle phase, e.g., 
development, production, deployment / delivery, operations and maintenance, dismantlement. As shown in 
Figure 24, each ecosystem diagram is then marked with its state & mode in the top right corner of the diagram.  

Activity 3-2: Develop strategic scenarios 

Obérisk proposes one slide template to model up to four strategic scenarios on the same page (cf. Figure 25). 
Obérisk proposes multiple (optional) extensions for ANSSI’s attack graph, but it is possible to stick to the official 
modelling schema. 

 

Figure 25: Strategic scenario 

The Obérisk attack graph comprises the standard three zones: 

• the risk origin zone: in this zone, a risk origin, short-listed during workshop 2, is represented with its 
green stick-note; with Obérisk it is also possible to recall the target objective (pink stick-note); 

• the ecosystem zone: in this zone, the stakeholders used as attack vectors are represented with their 
grey sticky-notes; feared events may also be represented here, if some business / operational assets 
are carried by the stakeholders themselves, e.g., a copy of confidential data; 

• the system (or object-under-study) zone: in this zone, a feared event is represented with a mauve 
stick-note, as in workshop 1. 

Labelled arrows allow for the representation of attack routes. The severity of the strategic scenario is recalled 
on the left, just above the strategic scenario. 
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It is recommended to number the attack routes based on the numbering of the target objective. 
E.g., for target objective R1, the attack routes may be called R1a, R1b, R1c… A good practice 
consists in systematically reserving the “a” index or the “d” index for the direct attack route, so 
that this feature can be recognised just by reading the name of the risk. 

 

To help assess the criticality of the attack, the dangerousness level of each stakeholder can be 
recalled here using dashed outlines: red if the stakeholder is in the danger zone, orange if the 
stakeholder is in the control zone, and green if the stakeholder is in the watch zone. 

For workshop 3, Obérisk provides a major extension to EBIOS-Risk Manager with the concept of hypotheses 
on the ecosystem. This concept of hypotheses was introduced for 3 reasons: 

1. the attack success likelihood on ecosystem stakeholders is too often poorly taken into account when 
synthesizing risk scenarios (workshop 5); this is particularly critical when the security of the object-
under-study relies by design almost entirely on the ecosystem, typically for isolated systems; 

2. the development of operational scenarios (workshop 4) frequently involves elementary actions 
involving ecosystem stakeholders, which is an inconsistent use of the method; the boundary between 
the ecosystem part of the attack (workshop 3) and the system part (workshop 4) is generally very 
poorly controlled; 

3. the definition of security measures on the ecosystem (workshop 3) is often overlooked; moreover, 
even when measures are proposed, they are generally not reviewed during the risk treatment 
(workshop 5). 

In Obérisk, a hypothesis is the formalisation of an intermediate event4 as defined in the EBIOS-Risk 
Manager method. It captures what action a risk origin performs on an ecosystem stakeholder and its likelihood 
of occurrence. 

 

The use of hypotheses is completely optional. If you do not intend to use them, you may skip 
directly to Activity 3-3. 

A hypothesis is represented on a strategic scenario attack graph by a small light green stick-note, labelled Hx, 
where x is a number used as identifier (cf. Figure 25). It is placed just after the related stakeholder on the 
attack route. It represents the system’s state after the risk origin’s attack on the stakeholder, and before the 
attack on the system. 

The hypotheses are fully described and mapped by likelihood on a dedicated slide (cf. Figure 26) using large 
light green stick-notes. Each stick-note comprises the textual expression of the hypothesis, and the Hx 
identifier on the top right part. Each hypothesis is assessed in terms of likelihood, and the stick-note is placed 
vertically on the sheet, depending on the result of that assessment. Far-fetched hypotheses are placed on the 
bottom part, implying that the attack is unlikely to succeed. By contrast, obvious hypotheses are placed in the 
top part of the sheet, implying that attack success is certain or very likely. 

 

It is recommended to format the expression of hypotheses as follows: <attacker> has <attacked> 
<ecosystem actor> allowing him to <capacity>. E.g., A foreign state has corrupted a software 
developer to insert malevolent code, and the malware has escaped detection during tests. 

 

 
4 In the sequence of a strategic scenario, an intermediate event can be generated by the risk origin with regards to a 
stakeholder of the ecosystem for the purpose of facilitating reaching its objective. 
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Figure 26: Hypotheses 

Activity 3-3: Define the security measures on the ecosystem 

Capturing the ecosystem cybersecurity baseline is performed on a specific Obérisk sheet (cf. Figure 27). This 
representation is very close to the one used for security measures applicable to supporting assets (cf. Figure 
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21). The main difference with the latter is the possibility to specify the hypotheses (light green sticky-notes) 
justifying the proposed security measures. 

With Obérisk, the effect of the security measures on the heat map of the ecosystem stakeholders (cf. Figure 
24) is captured through the use of arrows (cf. Figure 28) showing how and to what degree the security 
measures act on the stakeholders’ cyber-reliability and / or on the exposure of the object-under-study. A 
horizontal arrow will show an exposure reduction. A vertical arrow will show an increase of the cyber-reliability. 
The length of the arrow will show the magnitude of the effect. It is possible to combine both horizontal and 
vertical arrows if the proposed security measures act on both dimensions. 

 

Figure 27: Ecosystem cybersecurity baseline 

 

Figure 28: Effect of security 
measures on stakeholders 

3.4 WORKSHOP N°4: OPERATIONAL SCENARIOS 
Workshop n°4 comprises two activities. 

Activity 4-1: Develop the operational scenarios 

To develop the operational scenarios, Obérisk supports the cyber kill chain model, with numerous extensions. 

The operational scenario template illustrated in Figure 29 shows the four standard attack phases suggested 
by ANSSI: knowing, entering, finding and exploiting. Obérisk offers an alternate breakdown in five phases:  
external recognition, intrusion, internal recognition, lateral movement, and exploitation (cf. Figure 30). This 
breakdown is particularly useful when the object-under-study comprises segregated networks, e.g., when the 
attacker needs to move from an IT network to an OT network. 

On these slides, attack paths are modelled using elementary actions represented by red sticky-notes. Arrows 
can be added between sticky-notes if there is more than one modus operandi (i.e., sub-paths in the attack 
path) and / or to raise ambiguities when the sequence of elementary actions is different from the natural reading 
from left to right (cf. Figure 30). 

As mentioned above, the Obérisk templates for operational scenarios offer multiple extensions compared to 
the cyber kill chain suggested in the EBIOS-Risk Manager guide, namely: 

• in the top left corner, the hypotheses made during workshop 3 can be recalled (cf. Figure 29); their 
likelihood will be important to assess the overall likelihood of the risk scenario in workshop 5; 

• just below, still in the top left corner, a field allows for the specification of the system’s state or mode; 
typical values include development, production, maintenance, or operational; the initial system’s state 
or mode (i.e., when the attack commences) is important to assess the likelihood of a risk scenario; 

• in the top right corner, the identifier of the risk scenario is recalled using a small white stick-note with 
a black outline and coloured text; the colour of the risk identifier reflects the severity of the 



 
 

 

Obérisk: facilitator’s handbook 

 30 / 42 Guide 

 

 

THALES GROUP LIMITED DISTRIBUTION 
 

This document may not be reproduced, modified, adapted, 
published, translated, in any way, in whole or in part, or disclosed 

to a third party without the prior written consent of THALES. 

 
© 2025 THALES All rights reserved 

Template 87201046-QCI-GRP-EN-012 
 

corresponding risk scenario, as determined during workshop 3, i.e., green for rather unlikely (cf. Figure 
29), light orange for likely, dark orange for very likely, and red for certain (cf. Figure 30); 

• just below the attack phases, it is possible to capture the success likelihood of each phase; the 
computation of the likelihoods is explained below, as part of Activity 4-2; 

• just below the likelihoods, some horizontal space is booked for the specification of the threat actors, 
with green sticky-notes; for a direct attack, the first threat actor in line is generally the risk origin (from 
workshop 2), but for indirect attacks, or downstream, it may be any other threat actor, e.g., corrupted 
or fooled personnel, malware, etc.; again, knowing who or what performs the elementary actions will 
be key in assessing the risk scenario’s likelihood; 

• just above the attack path, some horizontal space is booked for the specification of existing security 
measures that may hinder the realisation of the attacker’s elementary actions; these security 
measures, extracted from the security baseline (defined in workshop 1) will be key in assessing the 
risk scenario’s likelihood; 

• finally, below the attack path, some horizontal space is booked for the specification of additional 
security measures that may further impede the realisation of the attacker’s elementary actions; the 
items listed here are only suggestions, not risk treatment decisions; risk treatment will be decided in 
workshop 5, essentially by short-listing some of the security measures listed here. 

 

Figure 29: Operational scenarios (4-step kill chain) 

 

It is highly recommended to suggest additional security measures during the modelling of the 
operational scenarios, even if this is not strictly compliant with the EBIOS-Risk Manager method. 
Indeed, operational scenario modelling requires some deep mental investment. During modelling, 
relevant security measures come easily to mind. Just note them down as they come. Postponing 
this work until workshop 5 will require digging down anew into the semantics of the operational 
scenarios, requiring significant effort, and leading to a loss of time. 
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As mentioned above, specifying the initial system’s state or mode (i.e., when the attack 
commences) for each operational scenario is an Obérisk innovation. This opens the possibility to 
model operational scenarios whose only objective is to change the object’s state or mode. E.g., 
an attack on an operational system may consist in triggering an error, just to shift the object into 
maintenance mode. Once in maintenance mode, the attacker may launch the core attack, typically 
by having a corrupted maintainer exfiltrate sensitive data. This implies that there can be a 
sequence of two or more scenarios before the risk source reaches his target objective. This allows 
to design complex scenarios while keeping each diagram simple. 

 

Figure 30: Operational scenarios (5-step kill chain) 

Activity 4-2: Assess their likelihood 

The EBIOS-Risk Manager method proposes three approaches to score the likelihood of operational scenarios: 
the express method, the standard method, and the advanced method [2]. Obérisk can support all three 
approaches, simply by writing the probability of success and / or the technical difficulty in the text of each 
elementary action. 

However, Obérisk is best suited for an additional approach, consisting in evaluating globally the likelihood of 
each kill chain phase. If there is a unique elementary action per phase, this approach is identical to the standard 
method. If there is more than one elementary action per phase, or if there is more than one active attack path 
during this phase, the likelihood field located just below the phase’s name allows to capture the global likelihood 
that the attacker passes this attack phase.  
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A good practice is to have a cumulative computation of the likelihood, from left (i.e., beginning of 
the risk scenario) to right (i.e., exploitation step of the scenario). In this way, the final likelihood on 
the right of the sheet is the overall risk scenario’s likelihood. 

3.5 WORKSHOP N°5: RISK TREATMENT 
Workshop n°5 comprises five activities. 

Activity 5-1: Create the summary of the risk scenarios 

Obérisk supports two kinds of initial risk scenario summaries: 

• a textual list of all initial risks in an initial risk registry, as illustrated in Figure 31; by default, this risk 
registry comprehends 4 attributes: risk identifier, risk description, risk owner and an additional field for 
comments; this table can be easily adapted to add or remove risk attributes, such as risk level, 
treatment deadline, etc.;  

• a graphical mapping of all initial risks in a heat map, as illustrated on the top part of Figure 32; initial 
risks are represented on the heat map using colour-coded stick-notes, whose colours depend on the 
risk level (cf. section on risk treatment strategy below). 

 

Figure 31: Initial risk registry 

 

Try to include all relevant information in the risk description, i.e., risk origin, possible hypothesis 
on the ecosystem, attack path on critical supporting assets with risk scenario likelihood, attacker’s 
target objective, severity of the impacts, and existing security measures hindering the attack. If 
the risk description takes less than 3 lines, it is most certainly incomplete. 

 

To compute the likelihood of a risk scenario, the following must be taken into account: (i) from 
workshop 2, the relevance of the risk source / likelihood of the risk source trying to attack; (ii) from 
workshop 3, if the attack involves one or more stakeholders, the likelihood of the hypothesis about 
the ecosystem; (iii) from workshop 4, the likelihood of success of the operational scenario. 
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Figure 32: Risk mapping (initial & residual) 
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The heat map comprises watermarked recommendations for risk treatment (cf. Activity 5-2 
below). Typically, if a risk is located in the upper right quadrant, risk modification would allow to 
diminish its likelihood, whilst risk sharing would allow to diminish its severity. Conversely, if a risk 
is located in the lower left quadrant, then risk acceptance seems the most sensible treatment 
option. These risk treatment suggestions are obviously not mandatory: the risk analyst remains 
free to treat risks as best suited for the situation. 

Activity 5-2: Define the risk treatment strategy and the security measures 

Obérisk does not completely support the definition of a risk treatment strategy. However, Obérisk does provide 
typical examples of severity, likelihood and risk level scales (cf. Figure 33). These scales are located on the 
lower part of the initial risk registry sheet (cf. Figure 31). If inadequate for your study, these scales may be 
removed and / or replaced by your own scales. 

 

Figure 33: Typical examples of severity, likelihood and risk level scales 

In the risk mapping (cf. Figure 32) the colour of the risks’ sticky-notes are based on the risk level scale, as 
defined in Figure 33, i.e., red for high, orange for moderate, and green for low. 

 

Colour coding was also used for risk identification in workshop 4 (cf. section 3.4) to ensure 
traceability to risks as output from workshop 3, and thereof before likelihood computation. 
However, the formats and semantics are different. When starting to define operational scenarios, 
risk scenario stick-notes have a white background, with coloured text that reflects the exclusively 
the severity of the risk scenarios. This is because severity is the only known characteristic of risk 
scenarios at the time. In workshop 5, the risk scenario’s likelihood is now known. Thus, the 
background colour of the risk scenario stick-notes is used to reflect the overall risk level, computed 
as a combination of severity and likelihood (cf. Figure 34). 

 

Figure 34: Different risk scenario representations, in workshop 4 and workshop 5 

Obérisk provides a specific template for risk treatment (cf. Figure 35). This template comprises four columns 
corresponding to the four treatment options proposed in ISO 27005: 

• risk retention / acceptance: just paste in this column the sticky-note of the risk that you intend to accept 
as-is; 

• risk modification: in this column, you paste the risk stick-note, followed by all the security measures 
(yellow sticky-notes) identified to treat the risk; note that the format of the security measure’s stick-
note may now also include an optional date, representing the target deadline for the security measure 
deployment; 



 
 

 

Obérisk: facilitator’s handbook 

 35 / 42 Guide 

 

 

THALES GROUP LIMITED DISTRIBUTION 
 

This document may not be reproduced, modified, adapted, 
published, translated, in any way, in whole or in part, or disclosed 

to a third party without the prior written consent of THALES. 

 
© 2025 THALES All rights reserved 

Template 87201046-QCI-GRP-EN-012 
 

• risk avoidance: in this column, you may paste the stick-note of a risk followed by explanations related 
to the change of activity or condition giving rise to the risk, using light blue sticky-notes; as for the 
security measures, the format of the stick-note may include a date, representing the target deadline; 
note that the light blue colour was chosen to mirror the ones used to describe the missions of the 
object-under-study during workshop 1; 

• risk sharing: in this column, you may paste the stick-note of a risk followed by explanations related to 
the way the risk is going to be shared; even though this is not strictly a security measure per see, the 
same yellow stick-note is used here, by analogy with security measures. 

 

It often happens that some security measures are relevant for two or more risks. Instead of 
repeating those security measures for all those risks individually, it is a good practice to group all 
those risks on one line, and specify the security measures only once just below. For example, in 
Figure 35, risks Rx, Ry, and Rs have been treated with the same security measure. 

 

To help collaborative decision-making during a workshop and avoid commuting between different 
slides, it is useful to copy-paste in advance (i.e., before the beginning of workshop 5), on the risk 
treatment slide, all the security measures suggested in workshops 3 and 4. During workshop 5, 
you will then just suppress the security measures that you do not want to retain.  

 

Figure 35: Risk treatment 

Activity 5-3: Assess and document the residual risks 

Obérisk supports two kinds of residual risk scenario summaries: 

• a textual list of all residual risks in a residual risk registry, which is structured like the initial risk registry 
(cf. Figure 31);  

• a graphical mapping of all residual risks in a heat map, as illustrated on the bottom part of Figure 32; 
residual risks are represented on the heat map using colour-coded stick-notes, whose colours depend 
on the risk level after treatment (cf. above, section on risk treatment strategy). 

 

It is highly recommended to rename and reword the risks after risk treatment (except in case of 
risk acceptance). Obérisk recommends identifiers of the form RRx for Residual Risk x. The 
description of the risk should also change, to reflect the selected treatment options. 
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Activity 5-4: Set up the framework for monitoring risks 

Obérisk does not support any framework for risk monitoring. 

3.6 STUDY SYNTHESIS 
Obérisk offers a blank text slide template (cf. Figure 36), which can be used to provide a textual synthesis of 
the study. It is recommended to write one paragraph per workshop after closing each workshop. 

 

Figure 36: Study synthesis 



 
 

 

Obérisk: facilitator’s handbook 

 37 / 42 Guide 

 

 

THALES GROUP LIMITED DISTRIBUTION 
 

This document may not be reproduced, modified, adapted, 
published, translated, in any way, in whole or in part, or disclosed 

to a third party without the prior written consent of THALES. 

 
© 2025 THALES All rights reserved 

Template 87201046-QCI-GRP-EN-012 
 

A.1 ANNEX: OVERVIEW OF SLIDE TEMPLATES 
This annex provides a quick overview of all Obérisk slide templates. 

A.1.1 WORKSHOP 1 TEMPLATES 

 

Figure 37: Workshop 1-0 History 
 

Figure 38: Workshop 1-1a Framing 

 

Figure 39: Workshop 1-2 Impacts 

Brief description: workshop dates, 
objectives and participants. 

Brief description: study objectives, 
missions, iterations, business / 
operational assets and their security 
needs, security baselines, abbreviations. 

Brief description: feared events, impacts, 
severity of the impacts. 

 

Figure 40: Workshop 1-1+1-2 
compact 

 

Figure 41: Workshop 1-3 Supporting 
assets 

 

Figure 42: Workshop 1-3 Supporting 
assets (large) 

Brief description: combines Figure 38 and 
Figure 40. 

Brief description: supporting assets split in 
3 categories. 

Brief description: supporting assets. 
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Figure 43: Workshop 1-4a Security 
baseline 

 

Figure 44: Workshop 1-4b : Security 
baseline 

 

Brief description: security measures split 
in 3 categories and their compliance 
status. 

Brief description: security measures per 
supporting asset. 

 

A.1.2 WORKSHOP 2 TEMPLATES 

 

Figure 45: Workshop 2 RO/TO 

  

Brief description: risk origins with their 
relevance, target objectives, retained 
RO/TOs, postponed RO/TOs, and 
rejected RO/TOs. 
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A.1.3 WORKSHOP 3 TEMPLATES 

 

Figure 46: Workshop 3-1 Ecosystem 

 

Figure 47: Workshop 3-2a Strategic 
scenarios 

 

Figure 48: Workshop 3-2b 
Hypotheses 

Brief description: ecosystem stakeholders 
with their cyber-reliability and exposure, 
and applicable security measures. 

Brief description: strategic scenarios. Brief description: hypotheses, with their 
likelihood. 

 

Figure 49: Workshop 3-3 Ecosystem 
baseline 

  

Brief description: security measures 
applicable to stakeholders. 
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A.1.4 WORKSHOP 4 TEMPLATES 

 

Figure 50: Workshop 4-1a Ops 
scenario (dual) 

 

Figure 51: Workshop 4-1a Ops 
scenario (Anssi, dual) 

 

Figure 52: Workshop 4-1a Ops 
scenario (mono) 

Brief description: operational scenarios 
with 5 phases (Thales style). 

Brief description: operational scenarios 
with 4 phases (ANSSI style). 

Brief description: operational scenario 
with 5 phases (Thales style). 

A.1.5 WORKSHOP 5 TEMPLATES 

 

Figure 53: Workshop 5-0 Initial risk 
registry 

 

Figure 54: Workshop 5-1 Risk 
syntheses 

 

Figure 55: Workshop 5-2 Risk 
treatment 

Brief description: inherent risk 
descriptions, severity scale, likelihood 
scale, risk level scale. 

Brief description: inherent and residual 
risk heat maps. 

Brief description: risk treatment options, 
selected security measures. 
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Figure 56: Workshop 5-3 Residual 
risk registry 

  

Brief description: residual risk 
descriptions. 

  

A.1.6 MISCELLANEOUS TEMPLATES 

 

Figure 57: Cover page 

 

Figure 58: Scope 

 

Figure 59: Methodology (1/2) 

Brief description: blank sheet to allow 
customisation of cover page. 

Brief description: document description. Brief description: method description. 
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Figure 60: Methodology (2/2) 

 

Figure 61: Synthesis 

 

Brief description: extended method 
description. 

Brief description: free text to write a 
synthesis. 

 

 


